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FIG. 9 



COMMUNICATION FROM VALID DEVICE TO 
SERVER, ENDING AT INPUT KEY q 



DEVICE FRAUDULENTLY INTERCEPTED TO 
CREATE A FALSE DEVICE 



COMMUNICATION FROM FALSE DEVICE TO 
SERVER, STARTING AT INPUT KEY q+1 AND 
ENDING AT INPUT KEY q+n 



COMMUNICATION FROM VALID DEVICE TO 
SERVER, STARTS WITH INPUT KEY q+1 AND 
COMMUNICATION FAILS 



SERVER RAISES ALARM THAT INPUT KEYS 
ARE OUT OF SYNCHRONISATION 
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